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A network system comprises a texnlinal storing a update data 
file, a gateway device havin g a temporary memo ry, and a 
network comprising a plurality of nodes. Each node is 
provided with an active memory for storing a current d ata 
file and at least a backup memoryfor storing the updatedat a 
nie. uata or the update data file are sequentially transfe rred 
trom the terminal to the backup memory of cach~nod e 
t hrough the gateway device in which the date are stored into 
the temporary memory. After the update data file has be en 
st ored in the backup memory, fe e (update data tll^is caused 
to be active and the c urrent data file to be non-active . 

30 Claims, 8 Drawing Sheets 
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FIG. 3 



102 



DATA 

TRANSFER 

■< 1 




101 



103 



1 r 



BM 1 


AMI 








ACTIVE 
MEMORY 









CPU UNIT 1 



BM2 


AM2 








ACTIVE 
MEMORY 









CPU UNIT 2 



BUS 



BMn 


AMn 








ACTIVE 
MEMORY 









CPU UNIT n 



01/26/2004, EAST Version: 1.4.1 



U.S. Patent 



Nov. 18, 1997 



Sheet 4 of 8 



5,689 



FIG.4A 



GATEWAY DEVICE 



1 



DATA 

RECEPTION 




SIO 



STORE RECEIVED DATA INTO 
TEVPORARY MEMORY 103 



S1 1 



TRANSFER THE SAME 
DATA TO RESPECTIVE 
CPU UNITS 1~n 



S12 



FIG.4B 



CPU UNIT 



L 



i 



DATA 

RECEPTION 




S13 



STORE RECEIVED DATA 
INTO BACKUP MEMORY BMi 



■S14 



01/26/2004, EAST version: 1.4.1 



U.S. Patent Nov. 18,1997 Sheet 5 of 8 5,689,640 



FIG. 5 



CPU UHIT 



301 



305 



COMMUNICATION 
CONTROLLER 



TRANSFERRING RECEIVING 
DATA DATA 




302 
FILE MEMORY 



1 



304 



CPU 


< 


BOOT 

PROGRAM 

MEMORY 






303 
FILE MEMORY 



01/26/2004, EAST version: 1.4.1 



U.S. Patent 



Nov. 18, 1997 



Sheet 6 of 8 



5,689,640 





01/26/2004, EAST Version: 1.4.1 



U.S. Patent 



Nov. 18, 1997 Sheet 7 of 8 



5,689,640 



FIG. 7 



CPU UNIT 



TRANSFERRING RECEIVING 
DATA DATA 

406 



.401 



COMMUNICATION 
CONTROLLER 






405 




404 402 403 

ACTIVE MEMORY FILE MEMORY FILE MEMORY 



01/26/2004, EAST Version: 1.4.1 



UJS„ Patent 



Nov. 18, 1997 



Sheet 8 of 8 



5,689,640 




01/26/2004, EAST Version: 1.4.1 



\ 

5,689,640 

1 2 

METHOD AND SYSTEM FOR active and the current data file is caused to be non-active. If 

DOWNLOADING DATA TO NETWORK the update data file does not perform properly, the current 

NODES data file is caused to be active and the update data file is 

caused to be non-active. 

BACKGROUND OF THE INVENTION s Preferably, the current data file is stared in the first backup 

1. Held of the Invention memory as well as the active memory and die update data 
the present invention relates to a technique of updating me is ***** & a sccond backup memory, Aftsjhejnxlate 

data of a plurality of network nodes and, more specifically, data file has been stored in the second backup memory, the 

to a method for downloading the same data to respective up date data fi l e store4 iff the second bac fam_ni^n^y_is_ 

memories of the network nodes and a system therefor. copied onto the active memory. If the update data file does 

~ ^ . ^. - ^. ™ i * j *^ not perform properly, the current data file stored in the first 

2. Description of the Related Art *_ , . 1 . , ^ _ 

^ backup memory may be copied onto the active memory. 

In general, a memory cWp ^orporating firmware is The ^ of &fi u ^ atft ^ ^ m sequentially ^ 

mounted on a coinputer or the hke to increase the speed of ^ frQm ^ t0 me ^sfv device. THe data of 

execu ^ a PI°^ W J^ e ™f* ha ? SU< ? a 15 the update data file are further sequentially transferred from 

semi-fixed software function as an operating system has, ^ £^ ^ ^fa of me network wMe 

processing for altering firmware may be needed when the - . . . . . _r ^ . 

. 6 . u _ , - . bemg stored in the temporary memory of the transfer device, 
situation is changed. Conventionally, such alteration is 

effected by replacing a memory chip incorporating firmware 10 downloading the same data file to a plurality of network 

with another one. 20 nodes > m sequentially transferred to the network nodes 

„ .... . ... . . 1 . . while being stored in a connection device between the 

However, m a communications netwo*h™„g aptarality tenniQal £ ^ network ^ ^ ttetwork nodcs ^ 

of network nodes (hereafter aWWI units") as ^ ^ rf 

components it takes much time and labor for a nmntenance me network nodes, and stored into therespec- 

person to pull out a package and replace a memory crup with dve nodes . ^ ^ network nodes m t0 ^ 

Srsuch an ot^tio^ 25 other via a bus, the data are transferred from the connection 

g opera . device to the respective nodes in a parallel manner. 
To solve the above problem, in recent years, there has Therefore, even if some trouble occurs between any two 
been proposed and put into a practical stage a download nodes? dnce &e ^ of ^ update ^ mc h stored in ^ 
method in which firmware updating is effected by transfer- connection device or the previous node, downloading can be 
nng new firmware to memories of respective CPU units 30 easily restarted. Furthermore, since each network node is 
from the outside of a network. provided with memories for storing an updating data file and 
However, in the conventional download method, since a current data file, even after the update data file has been 
data is transferred from an external terminal to a plurality of downloaded, the current data file can easily be executed. 
CPU units according to a point-to-point scheme, the firm- 
ware updating cannot be performed at high speed, which 35 BRIEF DESCRIPTION OF THE DRAWINGS 
means that the network service interrupting time cannot be „ . , ...... . 

shortened sufficiently. In particular, the interrupting time ™ G - 1 18 a «*emafac block digram showing a tandem 

becomes longer as the number of CPU units (netwwk nodes) £^ ork *> *» embodiment of the present inven- 
increases. 



tion; 



Further, in the conventional system, since the new firm- 40 ^ 2 W is a flowchart showing a general operation of 

ware is rewritten to the memory of a CPU unit upon a S*teway device of the embodiment of FIG, 1; 

downloading, the old firmware cannot be used immediately FIG, 2 (B) is a flowchart showing a general operation of 

when the new firmware has a problem, in which case the each CPU unit; 

network service Interrupting time is further elo ngated. 45 FIG. 3 is a schematic block diagram showing a bus 

«,r>„,™, network system according to another embodiment of the 

SUMMARY OF THE INVENTION invention; 

An object of the present invention is to provide a down- FIG. 4(A) is a flowchart showing a general operation of 

load method and a network system which can shorten the a gateway device of the system of FIG. 3; 

network service interrupting time by efficiently transferring 50 piG. 4(B) is a flow chart showing a general operation of 

the same data to a plurality of network nodes. c ^ cpij 

Another object of the invention is to provide a network FIG. 5 is a schematic block diagram showing a configu- 

sy stem in which old data can easily be used even after new raaoa of a CPU unit of a network system according to the 

data has been downloaded. invention; 

A system adding to the present invention is comprised 55 nG 6 ^ a mem ory state transition diagram of the CPU 

of a terminal storing a update data file, a transfer device Ufl j t of 5 . ' ^ 

having a temporary memory, and a network comprising a „ ' t ^ 

plurality of nodes. Each node is provided with a plurality of ™>- 7 is a schematic block diagram showing another 

memories each for storing the update data file or a current configuration of a GPU unit of a network system according 

data file. Preferably, each of the memories comprise an 60 to inventlon ; and 

active memory for storing the current data file and at least FIG. 8 is a memory state transition diagram of the CPU 

one backup memory for storing the update data file. The unit of FIG. 7. 

r e^ctiw bactop^^rieTof ^n^lS^^L X^ DESCRIPT™ OFT^ 

fer device where the updatrdata file is also stored onto t he 65 EMBODIMENTS* 

fempOT fry memory . After the update data file has been stored Referring to FIG. 1, a network system is comprised of a 

in the backup memory, the update data file is caused to be terminal 101, a gateway device 102, and a plurality of 



01/26/2004, EAST version: 1.4.1 



5,689,640 

3 4 

tandem-connected network nodes 1-n. Hereinafter, the ter- Referring to FIG. 3, CPU units 1-n and a gateway device 

minal 101 is referred to as QD (craft interface device), and 102 are connected to each other via a bus. A download file 

the network nodes 1-n are referred to as CPU units. The CPU transmitted from the CID 101 is transferred to the CPU units 

unit 1 is connected to the QD 101 via the gateway device 1-n in a parallel manner via the bus while being stored into 

102 which is connected to the CID 101 directly by use of a 5 a temporary memory 103 of the gateway device 102. 

communication device or via another network. New firm- Referring to FIG. 4(A), the CID 101 transmits a download 

ware to be transferred is stored as a download file in the CID file (new firmware) to the gateway device 102. Upon recep- 

101. tion of the first data (step S10), the gateway device 102 

The gateway device 102, which is used for connection of stores that data into the temporary memory 103 (step Sll), 

a network, connects the CID 101 with the CPU unit 1 in this 10 and transfers the same data to respective CPU units 1-n (step 

embodiment Where the QD 101 is distant from the CPU S12). The gateway device 102 independently controls data 

unit 1 and connected to another network, the gateway device transfer operations to the respective CPU units 1-n, and 

102 connects that network to the CPU unit 1. The gateway repeats steps S10-^S12 until all the data of the download file 

device 102 is provided with at least a processor (CPU) and have been correctly transferred to CPU units 1-n. 

a temporary memory 103 having a capacity larger than the 15 Referring to FIG. 4(B), upon reception of the first data 

size of the download file stored in the QD 101. from the gateway device 102 (step S13), each CPU unit 

The CPU units 1-n, which are connected in tandem with stores mat data into the backup memory BMi (step S14). By 

the gateway device 102 as a starting point device, are target repetition of the similar operations, all the new firmware is 

units of the firmware downloading. The respective CPU stored into the backup memory BMi of each CPU unit 

units 1-n are provided with processors (CPUs), active 20 When me new firmware is stored into every CPU unit, the 

memories AMl-AMn, and workup mftrflptif* ftMI-RMn. backup memory BMi and the active memory AMi are 

The active memories AMl-AMn and backup memories switched in each CPU unit in response to a user's instruction 

BMl-BMn have a capacity larger than the size of the or by automatic control, and an operation based on the new 

download file. A specific configuration of each CPU unit will firmware is started. 

be described later with reference to FIG. 5 or 7. 25 According to the configuration of this embodiment, even 

In FIGS. 2(A) and 2(B), respective operations of the if transfer between the gateway device 102 and each CPU 

gateway device 102 and each CPU unit are illustrated. unit fails, the data transfer may be restarted (i.e., the data are 

Referring to FIG. 2(A), the QD 101 transmits a control transmitted from the temporary memory 103 of the gateway 

message and a download file (new firmware) to the gateway 3Q device 102) because the correct data are secured in the 

device 102. The control message includes information of the temporary memory 103. 

total data amount of the download file. Upon reception of the „ _ , _„ , XT , 

first data (step SI), the gateway device 102 stores that data First Example of Network Node 

into the temporary memory 103 (step S2), and transfers the FIG. 5 illustrates a configuration of a CPU unit in an 

same data and the control message to the CPU unit 1 (step 35 embodiment of a network system according to the invention. 

53) . In the similar manner, steps S1-S3 are repeated until all A plurality of CPU units may be connected to each other as 
the data of the download file are correctly transferred to CPU shown in FIG. 1 or 3. 

unit 1. The CPU unit is comprised of a processor (CPU) 301, file 

Referring to FIG. 2(B), upon reception of the control memories 302 and 303, a boot program memory 3 04, and a 

message and the first data from the gateway device 102 (step ^ communication controller 305. Each of the file memories 

54) , the CPU unit 1 stores mat data into the ba ckup mem ory 302 and 303 is comprised of a nonvolatile memory for 
BMI (step S5), and transfers the control message and the storing a data file such as a download data file (new 
same data to the next target unit, i.e., the CPU unit 2 (step firmware) in active state or non-active state. The CPU 301 
S6). By recognizing the total data amount of the download controls the file memories 302 and 303 such that one file 
file from the control message, the CPU unit 1 repeats the 45 memory is placed in active state and the other in non-active 
operations of storing data received from the gateway device stated Further, the CPU 301 controls the communication 

102 into the backup memory BMI and transferring the same controller 305 such that the download data file is received/ 
data until transferring all the data correctly to the CPU unit transferred from/to outside. In connection with the embodi- 
2. Performing the similar operations, the CPU unit 2 trans- ment of FIG. 1, a file memory for storing a download data 
fers all the data of the download file to the CPU unit 3. The 50 file corresponds t$> the backup memory BMi and the other 
remaining CPU units perform the similar operations repeat- file memory to the active memory AMi. The boot program 
edly and, as a result, the new firmware file is stored into the memory 304 is also a nonvolatile memory. A boot program 
backup memory BMi of each CPU uni t stored therein serves for booting the CPU unit with selecting 

When the new firmware has been stored into every CPU one of the file memories 302 and 303 at the time of a start-up 

unit, the backup memory BMi and the active memory AMi 55 resetting. Data transfer as described above is performed 

are switched in each CPU unit in response to a user's under control of the communication controller 305. 

instruction or by automatic control as described later, and an FIG. 6 shows a memory state transition diagram of the 

operation based on the new firmware is started with securing CPU unit shown in FIG. 5. Assuming that the memory 302 

the old firmware. stores a current file and is in an operating state and the 

According to the configuration of this embodiment, even 60 memory 303 is in a non-operating state, download data 

if transfer between the gateway device 102 and the CPU unit received from, for example, the adjacent CPU unit, is stored 

1 fails, correct data are secured in the temporary memory into the memory 303 which is now in non-operation, result- 

103 of the gateway device 102. And even if transfer fails at ing in no influence on the memory 302 which is now in 
any other location, the correct data are stored in the backup operation. 

memory BM of the immediately preceding CPU unit. 65 Upon execution of a "switch" command after completion 

Therefore, the data transfer may be restarted from the of downloading, operation states of the memory 302 and the 

location of failure. memory 303 are changed so that the memory 303 now 
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storing a new file is placed in operation and the memory 302 
now storing an old file is rendered into non-operation. In this 
way, the file updating is completed. Since the memory 302 
now in a non-operating state stores an old file, even if some 
problem occurs in the new file, the old file can be activated 5 
easily, avoiding an event that the network service is inter- 
rupted for a long time. 

Second Example of Network Node 

FIG. 7 shows a configuration of a CPU unit in another 10 
embodiment of a network system according to the invention. 
The CPU unit is comprised of a CPU 401, file memories 402 
and 403, an active memor yj404^ a boot program memory 
405, and a communication controller 406. Each of the file 
memories 402 and 403 is a nonvolatile firmware storing is 
memory for storing a received download file (new data file), 
and retaining an old data file in a non-execution stat e. More 
specifically, the CP U 401 co ntrols the file memories 402 and 
403 such that one file memory stores tne new aata nle~an d 
th e other stores the old data file. Further, the CPU 401 20 
controls the communication controller 406 such thafTEF 
download data file is received/transferred from/to outside. 
The active memory 404_ stores an active data file in use. The 
boot program memory 405js also a nonvolatile memory. A 
boot program stored therein serves for booting the CPU unit 25 
with selecting one of the file memories 402-4 04 at the time 
of a start-up or resetting. Data transfer as described above is 
performed under control of the communication controller 
406. 



The data file as stored in the active memor y 404 is always 
stor ed in one of the file memories 402 and 403. and 
d ownload data is written to the other file memory. In such 
operations, one file memory does not cause any influence on 
^ the other file memory. 

^ When do wnloading has been finished with all the dow n- 
l oad data stored into one file memory, the download data are 
c opied tome active memory 404 and the CPU unit opera tes 
un der the new firmware. However, since the old rile is sto red 
i n the other file memory, the old-version firmware can be 
pstnrw* ftflrf|y hy rr opvin p; the old file data to the ac tive 
mpmpry d/U 

FIG. 8 illustrates a memory state transition diagram of the 
CPU unit shown in FIG. 7. In this diagram, the file memories 
402 and 403 are logically discriminated as a primary 
memory (Pri) and a secondary memory (Sec). Upon every 
execution of a "reset* 1 operation, the contents of the primary 
memory are copied to the active memory 404. An active file 
is always stored in the active memory 404. 

Referring to FIG. 8, in memory state #1, an active file A 
is stored in the active memory 404, the same file A is stored 
in the primary file as a current file, and a download file B is 
stored in the secondary memory. 

When a "cutover" operation is executed in this state #1, 
the download data B of the secondary memory is copied to 
the active memory 404 and is activated. Tims, the memory 
state changes from the state #1 to the state #2. When a 
"rollback" operation is executed in the memory state #2, the 
data A of the primary memory is copied to the active 
memory 404 and is activated. Thus, the memory state returns 
from #2 to #1. 

When a "switch" operation is executed in the memory 
state #2, processing for interchanging the primary memory 
and the secondary memory is performed. Thus, the memory 
state changes from #2 to #3. 

When a *Teset" operation is executed in the memory state 
#2, the data A of the primary memory is copied to the active 
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memory 404 and the memory state returns to #1. However, 
even if the "reset" operation is executed in the memory state 
#3, no memory state transition is effected because the same 
data B is stored in the primary memory and the active 
memory. 

Similarly, when the "cutover" operation is executed in the 
memory state #3, the memory state is changed from #3 to #4. 
When the 'rollback 5 ' operation is executed in the memory 
state #4, the memory state returns to #3. When the "switch" 
operation is executed in the memory state #4, the memory 
state returns to #1. 

For example, consider a case where downloading has 
been finished and the memory state is changed to #2 when 
the new file B is copied to the active memory 404 and is 
activated by the "cutover" operation. Even if some problem 
occurs in this state, the memory state #1 can be restored 
simply by executing the "reset" operation, causing the CPU 
unit to use the trusty old file A. 

As described above in detail, according to the download 
method of the invention, a certain data file is efficiently 
downloaded to a plurality of network nodes by sequentially 
transferring the data file to the network nodes while storing 
it in each node. This results in reduced interrupt time of the 
network service, for example, even in updating firmware of 
all the network nodes. 

Since any node of a network system according to the 
invention is provided with memories for respectively storing 
a deactivated data file and an activated or currently-used 
data file, an old data file can easily be executed even after 
downloading of the updating data file. Therefore, even if 
some problem occurs in the new data file, the old data file 
can easily be executed to thereby shorten the network 
service interrupting time. 

What is claimed is: 

1. A system comprising: 

a first device comprising a first memory for storing a first 
data file; 

a second device comprising a second memory for storing 

the first data file received from the first device; and 
a network which is connected to the second device and 

receives the first data file from the second device, 
the network comprising a plurality of nodes in a prede- 
termined configuration, 
each the node comprising: 
a plurality of memories each having a capacity which 
is not smaller than an amount of the first data file, one 
of the plurality of memories storing a second data 
file; and 

control means for controlling the plurality of memories 
such that another of the plurality of memories stores 
the first data file received from the second device. 

2. The system according to claim 1, wherein the control 
means controls the plurality of memories such a memory 
storing the first data file is caused to be active and a memory 
storing the second data file is caused to be non-active. 

3. The system according to claim 2, wherein, when the 
first data file does not perform properly, the control means 
controls the plurality of memories such that the memory 
storing the first data file is caused to be non-active and the 
memory storing the second data file is caused to be active. 

4. The system according to claim 1, wherein each node 
further comprises: 

an active memory for storing the second data file; 

a plurality of backup memories having at least a first and 

a second backup memory, the first backup memory 

storing the second data file; and 
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control means for controlling the active memory and die 
plurality of backup memories such that the first data file 
received from the second device is stored onto the 
second backup memory and the first data file stored in 
the second backup memory is copied on the active 
memory. 

5. The system according to claim 4, wherein, when the 
first data file does not perform properly, the control means 
controls the active memory and the backup plurality of 
memories such that the second data file stored in the first 
backup memory is copied onto the active memory. 

6. The system according to claim 1, wherein the second 
device further comprises first transfer means for sequentially 
transferring data from the first data file to the network while 
storing data of the first data file onto the second memory. 

7. The system according to claim 6, wherein: 
the network is a tandem network; and 

each node further comprising second transfer means for 
sequentially transferring the data of the first data file 
received from the second device to a following node. 



10 



15 



8. The system according to claim 6 f wherein the network 20 caused to be non-active. 



a second device comprising a second memory for storing 

the first data file received from the first device; and 
a network which is connected to the second device and 

receives the first data file from the second device, 
the network comprising a plurality of nodes in a prede- 
termined configuration, 
each node comprising; 
a plurality of memories each having a capacity which 
is not smaller than an amount of the first data file, one 
of the plurality of memories storing a current data 
file; and 

control means for controlling the plurality of memories 
such that another of the memories stores the first data 
file received from the second device to use the first 
data file as an active data file. 
18. The data updating system according to claim 17, 
wherein the control means controls the plurality of memo- 
ries such that the memory storing the data file is caused to 
be active and the memory storing the current data file is 



25 
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is a bus network. 

9. In a system comprising a transfer device and a network 
connected to the transfer device, the network comprising a 
plurality of nodes each comprising a plurality of memories, 
one of the plurality of memories storing a first data file, a 
data transfer method for transferring a second data file to 
each node, comprising the steps of: 

sequentially transferring data of the second data file to the 

transfer device; 
sequentially transferring the data of the second data file 

from the transfer device to the network, while storing 

the data of the second data file in the transfer device; 
storing the data of the second data file received from the 

transfer device onto another memory of each node. 

10. The method according to claim 9, further comprising 
the step of causing the memory storing the second data file 
to be active and the memory storing the first data file to be 
non-active. 

11. The method according to claim 10, further comprising ^ 
the step of causing the memory storing the second data file 

to be non-active and the memory storing the first data file to 
be active, when the second data file does not perform 
properly. 

12 The method according to claim 9, wherein each node 
comprises: 

an active memory for storing the first data file; and 
a plurality of backup memories having at least a first and 

a second backup memory, the first backup memory 

staring the first data file. 

13. The method according to claim 12, further comprising 
the step of controlling the active memory and the plurality 
of backup memories such that the second data file received 
from the transfer device is stored onto a second backup 
memory and the second data file stored in the second backup 
memory is copied onto the active memory. 

14. The method according to claim 9, wherein the network 
is a tandem network. 

15. The method according to claim 14, further comprising 
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19. The data updating system according to claim 17, 
wherein each node comprises: 

an active memory for storing a current data file; 

a plurality of backup memories, a first backup memory 
storing the current data file; and 

control means for controlling the active memory and the 
plurality of backup memories such that the data file 
received from the second device is stored onto a second 
backup memory and the data file stored in the second 
backup memory is copied onto the active memory. 

20. The data updating system according to claim 17, 
wherein the second device further comprises first transfer 
means for sequentially transferring data of the data file to the 
network while storing the data onto the second memory. 

21. The data updating system according to claim 20, 
wherein: 

the network is a tandem network; and 

each node further comprising second transfer means far 
sequentially transferring the data of the data file 
received from the second device to a following node. 

22. The data updating system according to claim 20, 
wherein the network is a bus network. 

23. In a system comprising a transfer device and a 
network connected to the transfer device, the network com- 
prising a plurality of nodes each comprising a plurality of 
memories, one of the plurality of memories storing a first 
firmware file, a firmware download method for downloading 
a second firmware file to each the node, comprising the steps 
of: 

sequentially transferring data of the second firmware file 

to the transfer device; 
sequentially transferring the data of the second firmware 

file from the transfer device to the network, while 

storing the data of the second firmware file in the 

transfer device; 
storing the data of the second firmware file received from 

the transfer device onto another memory of each node. 

24. The firmware download method according to claim 



the step of sequentially transferring the data of the second 60 23, further comprising the step of causing the memory 



data file received from the transfer device to a following 
node. 

16. The method according to claim 14, wherein the 
network is a bus network. 

17. A data updating system comprising: 65 
a first device comprising a first memory for storing a first 

data file; 



storing the second firmware file to be active and the memory 
storing the first firmware file to be non-active. 

25. The firmware download method according to claim 
23, further comprising the step of causing the memory 
storing the second firmware file to be non-active and the 
memory storing the first firmware file to be active, when the 
second firmware file does not perform properly. 



01/26/2004, EAST Version: 1.4.1 



5,689,640 



26. The firmware download method according to claim 
23, wherein 

each node comprises: 

an active memory for storing the first firmware file; and 
a plurality of backup memories, a first backup memory 
storing the first firmware file. 

27. The firmware download method according to claim 
26, further comprising the step of controlling the active 
memory and the backup memories such that the second 
firmware file received from the transfer device is stored onto 
a second backup memory and the second firmware file 
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stored in the second backup memory is copied onto the 
active memory. 

28. The firmware download method according to claim 
23, wherein the network is a tandem network. 

29. The firmware download method according to claim 
28, further comprising the step of sequentially transferring 
the data of the second firmware file received from the 
transfer device to a following node. 

30. The firmware download method according to claim 
23, wherein the network is a bus network 
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